
bA ':i.:j n 1':i.w\i1J 'U1666'1::: b~ :lJ'l.h~~'V16Jl1'W':i~'l.J'l.J-rn 'M1A11:lJU 6'1 €I Yin[J Wl1 'U611 ':i61'U bVI fI uaen1 ':i~ €I 611 ':i 

~€I~n':i:lJb':i~~1'U€I~611~n':i':i:lJ, 

0/ 

0'1. ~61nn1':ibb6'l~b~~~6'l, 

ll'J:l.lb··l111.J"eJA6'11Vlm 'JlJ l1'IUVIUl tJ11uvhJi'~um],UVl:lJlCJ U~t,n 'J;(J(i1 rrrs ms 1''htlU(i16l61 ~j 'Jfl;;: , '" , 
qY16'11vm'J'J:lJ'J1lJD-:J1vH1ilUA 'J1CJ (111Unl'J~~rI ~1ln(ilt1eJlJ fnllJU61eJ(ilnCJ l~eJl VlltJUhJAllJni,JVI:lJlCJ6b61:;; 

(>lll'UUnl'Jl~{l tJuh.l l'1l~itJrlll611 nD J::::bu~m::::Vll111J'J:::: l'V](Zi 'J1:lJ'j.r1~Vl1.h}il Unl'J~ 1lC1~lJ mJU6'111U'1Jm,j61 

ll61:;;eJ1r"lATllJ1Ji'lUlA~D1;(Jm nl'JF-J~A ~1ll1(ilt1DlJ fnllJU61eJ(iln8 lArliluA'J11'J V~~111U ll61::::A1llJ'" , 
~U f.J(il'lJeJUvieJ~1AlJ l'l-~ m.l 'J::::1CJ'lJu1unl'J'l-~\i1JUlS'Jfl"'\J eJA 

, 
6'11Vl m'JlJ rl61 eJ (9hIWJll'J:::: AUIII 'JU1 VI 1 'J;(J(il nl'JA l:lJ 

q 

VI~fI5'J'J:lJlj)'Ul61 1JlL11b'VlAIu161 fJ6'1Tm1.J l'VlY'1:lJllifl tJu lA~eJ1iJeJlU1ll'J1JlJtJ(i111U~JeJ1 ~Ai,ll m 'JJ:lJD-:J 1ll'J 

1Vfu1 III 'JU'J:::'1Jl6't.fU eJ c.i 11~ m ~eJ1 1(i1 (jiJ~(il:iJ..:JVI:lJl CJ l~eJ l~:lJU 'J::::~'l-15JlT\"j IIT'J'011'lU ll"Gl::::eJ1Ul eJ AlllJ?1 :::(il1 n 
q , 

~b{fllnmif'L ~1ll'J'lJeJ1 meJ. 
1) 

m:lJ1 'J111UeJA6'11Vlm'JlJ ~'(il1JlllltJUVlU1 8111.JVli(nIulll'JU~Vll'J~(ilIll'J 1ll'JlllflU(illl"Gl 
q 1) 

5'J fl~eJrI (l'1VIm'J:lJ'JllJ ~11'vHl ilUA'Jl tJ Ji'lU nl'Jr~ ~ (i1 ~1 bl1(ilt1eJ:lJ AlllJU"GleJ (ilnEJ tJ 'J 'JD'LJ'J::::UU?11'J?1U L'VlY'1'iJeJ1 
~ 'I "l "l 

llYi]. 1Vftl'~Ill'J'l-r1V11.h t11Wll t.,lu ll"Gl:;;1.~U1t.111umuuen Am~Ulml1.J6A~ eJ'UltJl'1l:lJY[wufl";J'U11(0'LJ ;81 

u'J:::neJ'LJi'w 611LJn11ueJA6'1Wm'J:lJ~1V1l(il eJ1A rrnl r'A'JeJ1~lUVf81~U ll"Gl::::J1LJn11U m1l'Vl'VnJVll1.JA'J ll61::::, , 

~feJ1lA~ tJlJfn 1:l.J'I"I1eJlJIu III 'Jb~8lJ1u 1'U8lJ"Gl 1ll'JL11l'1Jl ~1 eJ DfllvHlilu A'J1cHlU'J:;;U U Nationa l Si nlSle 
1) , 

vvindow (~,JSVV) 'JeJ1~Ufll'Jlil~ AEC Y1i,leJVI'JUIll'Jv11l'U'LJIll'Jl'1llJulCJ'UlCJ'UeJ1~'-ilJl"~1 o/1e1 'o).(91G ~1l?dlJ 
1) ~ 

in All'1 'J'jojjJfl\J~~VI?1 ua:::111'JIn jJ1U'IJeJ 1lY'1'J'jojjJ ;l~f1~Vli,ll Vf l~lJiru lA~ eJU1JleJcJ 11~a 1~1 ~1'~ :;;'\11'11 VlY1 rlnlvl 

ll"1'J'8]fl~nnVlLJllu1Jl'l-lU1i,lilbbi,l::::6'11:lJl'Jmb'1J1'1JUlu1?1f16'1JJCJ1VI:iJ1Ji'1.!u 'J::::uu lA'Jmllt/lJeJ1 meJ ;;]:::01 eJ1:l.1 

'lJ'J:::~115[n\N6'11:lJl'Jrll VlU~1ll 'J1Ji'eJcJ11vim~ 81 ~ AlllJlJ'UA1U?18(ilJ18 6'1111AlllJL~ mJ1./l'l~illnr~1'd l6il::: 
1) 

iJiJ\J1.JUnl'Ju~nl'Jm'J6'11.J6'Vlr1'lJeJ1 n'JeJ. hJ6'11:l.Jl'JrllVlU~ 1ll'J lJi'eJcJ11l~lJU'J:::~YI5mVj~1f..Jil 
q 

m:;;YrUvl8mcU'J::::'lJH1'lU1(il8A'J"l '011vrrl"'dl:iJ6'1'i:lJl'JDlcU"llU'lJ~1ll'J6'11'J6'1U l'VlY'11~ 'LJ'l.Jl1l1 611 'YY"lJ~6'1~ll VlY1 Hi(n 
'iJ \J ~ 

:lJl;;]1il'J::;UUbA~eJ'J1CJ'0111Uifl ll?1::;'lJl"l\'lf"ll:iJ6'1llJl'JfllcU"llm:::'lJ'U lA~eJ'1J ltJHi l~eJ"l~ln~1.Jfl'JrulA~WUltJ 
ul~eJumruiJ?1JnVHfilH"llU:lJll11'k ct 1'.1 l~1U m.lmrulvH1eJi:1~~~IUlU \6J m.lmn1 Uf1::;~ltJAt1JrulwmJ 

1 '1 'I v v ~ 

lri:~ ;;nh tJ 711 rnlmrulVHleJfI~A1fl~llhJ6'11:lJl'Jtl1J8"lf~\<ultJAflAlmll..:JrleJlJ~~ll(il eJ1~'VllA1llJ'J1.J6l 'J166(:1::;, , , 

ATllJ?ll:lJl'J 61:lJlfl~ul(il1uu~ ~uu l~eJ1~lfleJtJmruf(.1 il~ll~ l'VlA1U1i,l~~ lnllli,l:::hJ:iJ lll'Jilv~ lVlVl'-i'l1XUeJJJf1 
'I " cf..ij 'U 

'tiel1b~~1.1~mJi:1ln~vil"l 'l 8mr1~1Jmill1'l-~1'J fJ?1~il1fl~llcJ"l l:iJ6'11lJ~I'J61Al'lJ~lJlll'Jl if11U8W YreJ~liJ(il'l18"l 

~1'd"llulllCJ11..'u81 meJ. lJi' '0l1VlJlllWUllcU"llUblU16(jr1~~AlllJb~tJ"l1 Ufll'J&1(i111~?1H~mJmn~;rt"l'Vh1'l~6fl(91 
1) 

{11lJVi'lfl'1'JhlJ~'J::;u'lJ lA~eJ'1Jl CJ~lnmtJUeJll llfl::::mCJ1UeJ1AllJ meJ. '011VlUAGll rrsrn C.iluhJ6'1llJ l'Jtl 
~ , 

'lJ D1.J~ nwvl l"l 'l 'JllJ ~"l1:J III 'J1Vl'lJ ~lll'JU'J:::'lJl'lJU 8 cJ11 vim ~(Jl 

1J"l'lJ'lJ'J:::::lJlill '\'U1. \6JctctG f'16'1'Jm8. 1\9\'lJ81UU'J:::::lJl6l<tlull'l'JU-rU1J'J"lLA~u"'J18 ~rlwTlJ (f:
; 

t11U~WI w/l,Ji~'u;(J(ilm'J"luu'J::::lJlru 'Ill1.Jl't. cn.ooc'.ooo 'lJlYl ~1vleJ1U~'Li,lAeJ'l..Iimu1'\"HleJi,l~ \Jlm;,'I}J b, 

P'l LVI~uhH'Jf)ml 0'1 i'l1 lbi,l::;~lJll'J':U~U 'l 6~81Vl6'11lJl'JDAll'UUlll'J1J1m81u1"ll~1.NUU'J~mtlJ 

r~ 61\Jln lll'JAll'UU"ll1.JJll CJlvl"luu'J:::mru~htl~u~(il6'1'J'J 1uu "lUU'J:::::lJlill i£Jctctc:;; 1~\J 6'1l:iJl'Jrl 

'UJ'Jl11ltJruvnJilU6'11'J6'11.J6'Vlf'1'lJeJ1 meJ. 1ul~u'J:::Aml~1l'VhJu lb0lfh~:::hl~1if6'11:lJlJm oU'l~1bli,l:;;'[ ifu'~ 1ll'J 
v 1) 

YIUJi'lU 'J::::tit;?11"i6'11.J6YIY'11Ji'eJ ~11iJlh::::;:h1inl'l'j ~lm'Jm81 ~'U'lJ~:lJlru;j 1'W ~ lY~lJ~U l'liU fl ~I 'YU [1[111 
ll61 ~ ill ';i~n'1C.i \!Tw01 '11 'l 'lJ81~l/:i~ 1'1 mJ in d lll'JUUV1n~I;'Hn'J\'l'J1;;] h 1"llU~l1.JAeJlJ'V1'J6V1 fJ~ll 'ih:LfJ'\'1 nl'J 

, \\ "I.)i,~,1 
"t~ 0"'.-\ 1-' 



11~'U ~ nlJoiJ8:lJr1t:i ltJl11Jij'r~Vi ~8~ 8 uae nlJ'irI1lJtJ lJ:::;'U'U ?!lJ?!tJ bl1A~(i1 EJ'U?!tJ EJ"ll9l fJillJ nv'u m tlJfJ. VlbWI.J 
~ 

mtl~tJ~tJ ;']~"I11b~tJrilm~(9lVnmJmrub~:lJb~:JJ, 

DIW Network Diagram 

'P, )1' I 

19. 1mnJd:::~~rl---------.:r-- ._

bl~m~:lJ1J'j:::;~'Y15m'Vn:::;'lJ'UbA~eJ'l.iltJ~EJ?!1'JAfJ:lJ~lb(ilfJ4mAT';jtlJ:JJ1J~ nweJli'?!111 tl'J'J:lJ 
q 

('V'l1l!1111) 1Vi'bv1 tJ W~ 86lr1:::; ?llm'Jl1 J D~f'UJ:::;'U'l! YltJ"?n'JCltJ6VI flll9l11 6 j (911m~tJl);l"iJ rn 'J'LJ ~tll J ~'lh:::;n eJ'U fl'ld 

t](91 ?!llm'JJ:l.J llfl:::; tllJb ~eJ:JJLtJloiJ8:JJr1 n'Ulnht.mtJl9l1~ OJ (i';l:lJ oiJeJ (91 tlr1"lJ:::;ldl~VlhtJnu 'Jl:lJi,l·rJill nWltJ 
, 'V I 

Amn:J.JVll"lPHJ:lJ1~lbrleJ41~lnl9l~tJmt.J1tJ 8.10lnJmh'll~"l(Yi1tJ l'dtJ nl'JlFl ~l msu 'I'd fld :::'.;cH:.J'l.J8"l11 ,¥m 1:CJ mJr1 llTj
9 

1m:::;1..J1j l fl:~ eJ"JltJ nl'J01 'JT'i)?!EJU tll'JHi"lltJ61'U16"d~'U eJ'l~1 off~ltJ[n tJ1tJeJl Am 
" 

lJJ:::;~"vlthr'V1'1.JeJ~ i nlulJtliilvnjl~~iJEJ ~~Am fld bli;l:::; nl"J1 Vi''U~fmU'J:::;'Ul'lj'k 8 th 

at 'VeJ 'lIb'I.J 19l11J d ill b'Ut! nlj 

@) r~'Ul tJ~:::; ril8"l~(9l vh llf..ltJnl'Jii'l lt!tJ nl'J li:1tJ eJvl eJA fJ:::; nJ'J:lJ rllJ(91dl'\J~\": 
-u 

~(J r:J'Ir1tJinm~~:lJ su eJU mnhl~eJ:JJ rl'U~I9I~"lll{;l :::;l1l91?!tJ'U rn 'J1off.ntJ 
'u 9 

[11. r:J'Ul L '\J:::; ~;'iJ"r~ I9Ivllbl 'U'U uuau l6r~tJrr"l b6,£wmll uV1ti"lnl'J~ 19I'#"l 
C" 

(s:. l~'Ul(j'\J:::;rileJ"l~l9IiJ'Ud:lJl~tlTHH'Ubl~~ (Tune up) bbi;l:::;'liEJ:lJU1J"lhibbf;b ~1V11:h~~"u eJ~ 
-o 9 

f1WJ(1'n f41, 611 A1eel ~ ~'llJ EJ (91i:11V1nJ'J:lJ 
'" 9 

c£.-.1l861:::l~8(9lYi~(9l'Vl1/6i~:lJ€.lU 

C£,G1 bbf..lWr:'Jrhb'tJ'urnJ 
v V 

C£."i0 f(IJPP,(i~'''l~ljn'5rubP1~eJ'~lt.J ~Jclt.Jl;l:::;bBtJl9I~I;jU 



6"d 0 0 v a- d ~ IV 0 

c( \6:J. 01.01 e:nJmfl.lVltn li:1'L1eJ'IJ:t: ~ e:mln8 nnu1JU:!Jl;;nVld"1JVllVl'Lll'Vl ltl'Ll l\Jext Generation Firewall 
, 'u 

lvltJlu'Y'il:t: lV1tJ~'LJmrultl'Llll1J1J Appliance 

cs:'.l<:Jc9I.b :tJ'lJm~ml\ii8 Network interface uuu 010 GbE SFP+ "ill'LI'J 'LIhiUewnll kJ Y'W401, 

ll1JU 01 GbE SFP "ill'Lll'LIhiUulJtTh cs:' 'Y'i84li1 uuu 01 GbE "ill'Lll'Lll~u8CJnll 01kJ 

'I~81~ ll~::;iJ'Y'i81\il6hvl1'1J'l'll rv1ana~<2ment Bn"ill'U'd'Ll 01 '1"184(91 

cs:'.b.01.m 8'LJ mru~l1l li:1'LleJ'IJ:t:lXeJ.:J~rnl1Ji:1l1Jld"(;l1 'LInld"d"e}.:J1'u'LJ~:lJlru con nection i;1.:JMllJJ1JeJCJ 
; " , 
nll cs:'oo,ooo connections ll~:t:'LJ~lnru new connection per sec hi1Jewn'Jl 

cs:'o,ooo connections 

cs:'.l'J.c9l.cs:' ~ Fire\,vall Throughput Vl~8 Stateful throughput lJJu8CHlll b Gbps 

cs:'.h01.<f: :tJ Application Inspection Throughput hiu8CJnll Iv Gbps 

cs:"\c:'.01.b iJ IPS Throughput lJJu8CJnll \6:J Gbps 

cs:'b01.rJ! iJ Anti-N1alware Inspection Throughput lJJueJCJnll 0101 Gbps ll~:t:d"eJ.:J~'Unld"'j;ll 

Stream-based Malware Scannin-S 

cs:'.kJ.GJ.G ~'LJmru~'lh6'l'LleJ'IJ:t:lXeJ.:Jd"8.:J1'1J ':J:t:UU VPN ll1J1J Gateway to Gateway l~~eJ Site to 

Site lV1CJi:1l1Jld"meJ.:J1'1J1t~i;l(j]nwVll.:Jl'LI1~~JJu8CJnll 01 Gbps llfl:t:d8.:J1'lJ VPN lunnel 

lA'l~umJn'il 01,<f:oo tunnels 

cs:'b.01C: ':JeJ.:J-r1Jnld"Vll Encryptiorl uuu DES. moES , AES(01kJG,01l'(b,lv<f:b-bit) lli:l:t:d"8.:J~\~ 

Key Exchange ll1J1J Diffie Hellman Groups 01, kJ, G:'. 01cs:' 

~'LJmru~l1ll6'l'LI8'IJ:t:1X8-.:Jd"m1'1J Static Route llfl:t: Dynamic Routing lV1tJ~:t:rXfl-.:J':J8.:J:r1J 

RIP V01/Vb, OSPF. BGP , Policy-Based Routing, Multicast 

cs:'h0),010 iJAll1J6'll1Jld"1l1'Llnld"1J~Vld"~V1nld" Bandvvidth V~8 OoS lV1CJ"iJ::;~""'eJ.:Ji:1l1Jl':Jfl 

Il'1l4'Ll0Wll I'v1ax bandwidth guaranteed bandwidth, bandwidth priority.J 

DSCP marking llil
 

cs:'.hC9>C9101 ',if).:J1'mll'Ll'Ll VLAN (Gob.0)q) i:1.:Ji:1011:wueJtJnll boo VLANs
" ; 

cs:'bG,.01kJ i1All1Ji:1l1Jld"1l1'Llnld"Vll NAT uuu 0):0), rnany.s., 0) many. flexible f~A T 

(overlapping IPS), PAT, transparent mode 

cs:'.kJ.(>l.0101 iJrlll1J6111Jld"1l1'LlnldYll Outbound Load balancing lI'Wd"8.:J1'1J Algorithm uur 

round robin, percent-based lli.1:t: spill-over (61l1Jld"mi:1'LleJ~tlmblJl~~1Jl(;l1Jl(';~) 

cs:'.kJ.0lC91cs:' 8'LJmru~l1ll(1'LleJ'IJ:t:1X8.:Ji:1l1J·1':Jfl~.:J'VeJ1J~'lJd"TIJd" Vl~8 SYSLOG l'LJcf.:JeJ'umru iA'Tlfi-r1J 
; 'u " 

~V1Ul1J LOG illtJ'LleJnllil (SYSLOG Server) 

cs:'.h0101G:' (i l:lJl ':Jm en1'u rn d"V'll Authentication d"l1JD.:J rTIoU.:Jl'LIi:1l:lJl':Jt:nll nl':JA8 mm'lA 
'\J 

(Log Out) 1Iil~l'Ll Web Browser v~m:t:1J1J Pop up
 

cs:'l'J.(10)b 61lmd"fl1J~Vlld"~vlnld"~l'LIVll.:J web based uae cLlllil
 

C(b)) 1'LJ':JllmJJA')'UYUJnld"l~Jl~1.:Jlrl~'eJ'·Ul8~1j61l':JoVmJi:l(Authentication Systern) "ilTuTu G' ':J?lltJ 
; " 

cs:'r,,,c,,, d"tN'5u"ill'k')'Llm"'J.:Jl'LI1:Wi.J8CJllll etoo Users 
'\J 

cs:'.br.b :J.J'} ~ 1J'i.J f,Ol nld"oV81Ji:l'IJ 8.:Jmii;J l'LIr..hwl'11J1J d"ll l'1l81 
'\J '\J 

r'tHin'U lli.l:t: nl':J l1ll 'iJl'iJeJ1JfI"J8.:Jrrt1f-.:Jll..l~l'LI1'LIm ~ ~1l';IJ'lll Excel 1
'1.1 "J '.1 

cs:'.m.cs:' ';i£),r'rlJ rYlwlfl':J11J(1" Password '1J8'Hb0if1:iCrrl1I-.:Jl'LI1W5l'Llii81JfI 
r\.l d..!l 'U 

http:lli:l:t:d"8.:J


ei'.m.~	 "Ju-1~'m~uu1ltJ-1n'Unl"J ';Jln.f1lCJ'UDnU,i;l~i:1ldJl"Jm~uAuthentication ,lV;

Authentication l\~'\lln1yj~lui,l~~fhvl'UV1l'VilJ'U 

ei'.m. b "JD-1fm~u'lJ£1l"JeWiJmJi,lJltJ~u'1JD-1m .;)-1l'U~-1VllJV1'\lln:ijl'U-umJi;l cJeJ'UVlii-1 ~o l'U 
'U 'U	 <:Cl 'U 

&.bn.mJ	 "JeJ-1fm~UU6fltl Lo~ nl"J Authentication '1JD-1m.;)-1l'Ul'1llJ 'III"JU. ADlJY)lll'1eJ~ 
'\J 

ei'.m.~	 6'1ldJl"Jbl~I9l~-1U'UJ~UU VMware 1J1 lV1CJ'VIl-1 meJ. '\l~ltJ'U~v1lliJ'Unl"J~V1ll'1~mn~Uu 
'\J 

VMware	 l~u1VI"Ju-1funumlJtlmjru~~nlVl'UV1A-111, 
- ~Vlt.ilCJ'lJJ~mm.Ji;lmn-1 (CPU) ~ Core Vl~D~nll 

- lJVl1.htJAlllJ~l (RAM) & GB Vl~eJ~nll 
v , 

q~ q c:.:	 v ~ q I 

- lJ'V~'U'VIlnU'1JulJi,l (Harddisk) <9l00 GB Vl"JeJV1nll 
'\J 

ei'.cs::' hJ"JllmlJDeJ-1n'Ubfi:1£1lVlfu lfl~eJ-1i,ln'1ilCJ'I\I~eJlJ~V1~-1 I1l'Ul'U croo 11171 lV1CJiJAruiin'tlru~~'U:ijl'UA-111 
~ 'U	 9 'I d.9 

ei'.&.<9l 6'1ldJl':lb1~V1V1-1U'UJ:;:;uu1JlJLJAm"J Windows i'U~l-1 1 l'1i'U Windows XP, Windows 

Vista, Windows mJ lli,l~ Windows ~ ~-1llUU m~ lli;l~ bcs::' bits 1J1 
ei'.ei'.~ 6'1ldJl'JfJDeJ-1n'U'\lln Malware (Virus, Spyware, Bots, Backdoors, Key lo\?~ers, Root 

kits, Dialers, Adware, Trojans, Phishin~ lli,l:;:; Worm) uuu Real time protection 

CS::.ei'.m	 iJl'VIA1'U1i,lmtml"JI'1"JT~~U Malware uuu Si~nature base, Proactive, Cloud 

Technology 

ei'.&.cs.'"	 6'1ldJl'JbleJW,1JlI'1/bJu'UbUll'1/I'1"Jl'\l6'1eJU nl'Jl.u-1l'Ul1J'Jllmuvft.uuCJ1'UlA~m 1~ 
r, IV '1 QJ	 "lI 

ei'.cr.ct	 6'1ldJl'JbleJ~~l(ilJ11JeJ~r~ll'1 nl"JH-1l'U€l1Jmru'V~m~ll1l~~ln flash drive memory, cd

dvd drive, Bluetooth 1J1 

ei'.cr hJ'JllmlJU~'j,n'J~V1nl'J£1lVlful1J"JblmlJDmn'UbfmA~u-1i,ln'1ilCJ'III~eJlJAV1~-1 ~l'Ul'U <9l 11V11V1EJlJ 
'\J	 , 

v	 ClI cv q "	 " 
flru i,l mjru~ ~~ W51'U 171-1 'U 

'1 

&.cr<9l 

.....:; 

C1ldJl"Ji,lAV1~-11'lJ'JllmlJU~Vll"J~\9Inl'J1~u'U Windows Server ~oom SP~, Windows 

Server ~OO~ R~, Windows XP SPm, Windows mJ 
" 

6'1l:!Jl':lblRV1~r-1U'UJ:;:;uu VMware lJi1V1tJ'VIl-1 mu 

VMware l~u1VI"JeJ-1fu nUflrugn'tlru~~nlVll..!V1A-111, 

'\l~l~'U~v1lliJ'U
'\J 

nl"J~l9lll'1~CJlJd~UU 

- ~'j)lt.ilutJJ~mm~i,lnm-1 (CPU) ~ Core Vl~eJ~nll 

lJVl1.htJfllllJI1l (RAM) ~ GB Vl~eJ~nll 
" , 

- ~t1'U'vhnu<iJeJlJi,l (Harddisk) <9l00 GB Vl~tJ~nll 
'\J 

&.cr.m	 6'1ldJl"Ji,lU~Vll'J~V1 nl'J AlllJ1J i,ltJ V1,ntJU'U lA~tJ-1f1 tJlJ1'Jlll'1 tJ~£1lVl~'U eJ-1r1 m~tJJ~ ntJu1'lJ~l eJ 

l'VIA1'Uli,l8'V1l-1~l'U Anti-MaLware, Personal Firewall, Intrusion Detection lli,l:;:; 

Device, Web and Application Control l~'UeJ~l-1UtJCJ eJ~t'U A~ent l~tn 
o	 ~ 

i:1l:lJl"Jbl'Vl'lfll"J update virus/spyvvare pattern uuu incremental update l'VltJi,lV1.f1l'J:;:; 

1'UJ~uu lfl~tJ'1il CJlJ1 

6'1'ldJl'Jmll nl':l Update 1171 mhVl'U1711Vi lfl~tJ-1~ n~'U1 lU'UllVl~-1'1JtJ1 nlJ6'lhdJl update lJ1 

(Update A:;ent) 

6'1ldJl'JbHl6'1f1-1'Jl tJ-1l'U'1JtJ-11 yj~~~n£1l"JtJ-1-UmJi,l HVlln~ni,lU l1J (backu p) Vl~eJ lV11.! nn fi''U 

(quarantine) l11~'\llnG'il'Uni,ll-1I,I,i,l~i:1ldJl'Jmt-1A'UrillyjG1(i1-1n~lll~'\llnG'il'Uni,l'1-1 

ei'.cr.mJ 6'1llJ l"Jmh nlJrlA'Ul,li,l~£1lJtJ-1:ijl'U-UeJlJi,l 'Um lfl~m ll1J'1il CJ l1~ eJD tJ-1 n'U1'U nJDh~uu lnV1n l':i 
'\J '" '\J 

l~mn[j (Backup)
 

r;lldJlJb1C1~l'!'JleHl'U l'UJ1..JlltJ1J PDF, XML 6l(;1:;:; f-jTMI. 1~
 
'\J 



G:'.ct.G: ~l:JJl'Jfi~~'Jv(~l 'Lml'Jl1~nnu 1ll'JH~lU1u'Jbbm:JJ~I'1111'J{j 8~nu11t~~~I'1~~'\JUbA~8~A1UA:JJ, 
~lunfn~lJ1
 

b. (9', i1b~U 8 'Jl Al/~t1J~n;;]~ ~eN (» i bUU 1ll'J~ I'1V~~ bli:1~Yt\ilJ 'Ul"J~UU t n1:1iAlllJUi:1 eJAntJbA~eJ'~ i tJ\ililJ 
'u 'u 

~mu~ ~nl'l~uAl U1IeJ b l'j~eJ:JJ~,:jlJ81JeJumru~eJtJ1 u1m..ml"Jt1~,:jVllJl'1 
, 'u 

v 

b. iD ~'lC\U mlAl/~tU~'WJ~ Vi eJ,:j~,:j unu lll'Jlih bUU~lU uuu1ll'J'fJfleJm:JJ 1111'eJ eJ nuU1Jlll"JAl'1il~ll£i ~ 
'u 'u 

~1'1'Vllllt'JUf:r,:jlll'J l~eJlJ 1m"J::::'U'\J~thl~ueJlVlAru::::m'J:JJfll"JVl'Jd';;]1'uV1';Jl"Jru'IJll tJ1U ®ct l'UU'\Jfll'1~ifl 

l'u~£i-llnlJlu~qjl:1:Ji 

b.m i1lmjmlAl/i11'u;fl,:jVieJ~1'l~r1iLJ~fl1:l1 llU~'l1i JllU'J::::Uutfl1:liAli:JJu£ieJCilntJ\ili:JJlPl'J-llll'Jt1 uri 
" "
 

~Afnm1J8~ meJ l~8:lJlll'J~eJ'J6ueJ1mJhi:lJrill.;r~itJll'1'l \iI£ieJl'1m~sqJqjl
 

b.G:' ill 6'1 Umi Al/i1t1J~i'J';J~ Vi eJ'Jy11'1~ 8U 1ll'J vli-llU 'iJ 8,:j'J~UU t n1:liAlllJ1J£i 8 1'1 ntJ lA1el~lul'lXClilJ 1'J ~I 
" " 

11l,:jlulAmh-l~:JJu'Jru 
'u 

v 

~).ct i1l~UmiAl/~:r1J~i,:jVim~l'1v1illr:-.lUlll'J~l'1il~riieJLJmru (Confi~uration) l'liU Secure ~)olicy 
s» 'U 'U 9
 

d V I V VI V I 0 """
 

ltJeJ,:j\ilU J'lWlUr:-.I·)1';J'I,:jfleJU(i1ll U'U'JiU
" 

b.b ~jl?lU 8 'J1A l/i1:ru~l,:j r;,eJ~ vlilUU n i 'Jlt11'J~l',:j ll£i:tCllATI:tCViiI t.! PI n 9'lllJ'VI1,:j PI e]:JJV11l\il8~\iI i:1 eWI 
'u 'u , 

"J~tJ~n£ii:rUlb:tCnu A,:jt1 

b. b. C9j llA "Jl~l~A)l:l.J In cnb-l'iJeJ,:j l'VI(il n 1'J r~JI'IUAlllJU£i eJ "IntJen 'JmJ l'VIA, 

(Security Information and Event Mana'5ement) 1~ 

b. ';) I£; ~lmJ'meJ~~'u lll"JllA J'i ::::VJo(JeJ:JJ£i~"Jl';J'J';J'lfl 'i:1'lJmru1'V'Jf;l'~m~~~'l1ll~UeJ1U~18 (t.® lJ1'" , 
:;).o.sn 1wmf':l~ln(i1.ntJrlflAl:JJVI~D dJu 1ll"JHnj.Jufl~'1J 8~'J::::UlJ llvi:iJ'V~~(;i m'JlJ~Ul(1,:j~'tJ 

~l:JJl'Jml'~)..:il~DU1LJ cJ,:jr:imbm:tC1JUlJ1llu1JeJ'vl1UiJR (Real-tirne ,1,\lert)
~L1 'U 

b.bc;n oJl'lvll'JimiUrllllJUmJ(ilnuU'J::::-;;lll'u (Daily Security neport) '~'eJ,:j~umnj~lr~i 

'J::::')..:i ua ::::llA"Ji ::::1~ntJA nflllJ f~im~1J'lJ'JI'1V1:JJltJi:Jl~ n'VI "JeJufl~1(il tJeJ(911 uiJ~ 
9 

b.b.cC ~i:JJl'JfI~\Ylvll"JltJnulll'JllA'Jl~VintJ~nAi:JJlul~,:j~fl(incident Report) Hi' 
b. b.er :lJr~b;Z;tn'UlrJ114A'lu~mm~mnU"J:tC'\JullA"Jl::::VJAli:JJlM811tJ..:i 61IeJ,:jl 'VI\illll"J6Ulli;j~lt11 

'U IV 9 

v v = 6
 

'J~'Hfl tJAnf' 'l:JJ'VI i,:jAmn~ll(i1 m
 
9 

b. b. b F~\~l.j miA'IVieJ~~..:iilleJ~1,:j'(Jf)~1ll"JTltJ,:jlUATllJUmJl'1n8LJ'J~-;;JTrU (Daily Security
'"
 
Report) ll£i~J'18,:jlU nTillA"Jl~'L1i18flnAl:JJlul~,:j~ n (Incident Report) 'tu,ru~u
 

l eJfli.1i "J~ eJ'ln rltil 

b.f[)i r~l(11JmlAl/r~:r'u{]~I..:iZ ~rf'Nr.llm1f)(9115fll'J~,:jrillli;j:::: fll'JH.:Jil.J'(Jf)..:ielUmblJ(;ll..:i 'l ~'l11lmJeJ1'U 
~0 9J "I 

lrl"J'J nlJ'l\rin'lJ~ "1 bbm:-:lnlll1 P11wb8C11J'l'VIAbli:1~fllJ'~m~l'J,(Jm mel. -;;J1U'IUhJiJ'1J8ill'1 ct f'lD 
v 'lJ 

" 
mi. Y]1~11'l 

d.® Rl~'l'I'1'lJ'J~i'h'1SJlTV1 (Output) "J::::'lJ1JlA~el~ltJAellJ~ll(iHJ11UUlAlJ'll"J:JJ1 'J,:j-llU'~\ilClltm"J"JlJ 

~l:lJl'Jfll VlU~fll"JlJ1m.il,:j~lfl.:J 



(;'v.~ i11~lvrtJ'J:::i:1Vl'Br-JG1 (Outcome) 

kl) 'J:::'lJ'lJbf11eJ~lWT';)lJl~1b\9itJtl1e/hJn'JlJ1H-1TLrq\il i:11Vln'J'JlJ lJnl'J'L:~Vl1'JeJti l\lbVllJl~@J 

(~) 'J:::'lJ'lJ bfl~ mhtJ fIeJ16~rJ b\il eJifn tili.ln'J1Jl 'J\l\ll'lJeJRi:11Vl n'J'JlJ lJm1lJ'lJ(;'1 eJvlneJ bb(;'1:;;i:10AAtiO\l,
 
lJ'I~l'J~l'U ISO/lEe tv(fjiOO0)
 

~. _T~ll:;;j,]§1161 ~JJ €I Un'lJ 

rhj,~'Uvl'J:;;!'J:;;nm~\llJou\ll'UmtJl'U (9j\<:JO l''LJ (tv ,nlYlnu) 

~. nl''a5·UJ€I'lJ,ntlbb61:;;'J:;;CJ:;;b 1611 n1'J'~i1th'j 1~H1'U 

n 1 'JR\llJnu \lTUrhV1'l-JA1Via \llJu'lJ\ll'U blJ'Ui:1u\l\lll'l bb(;'1:;;~:;; bUn~l 8 b~ mi 1'Un l';i(9'Jl ~ ~t:lJeJ'LJ~l n 
,.. 

flru:;;Il'J'JlJ1T1'J(91YJ~~'lJbbtlrJ i1\lU 
, , 

,,'(0) \l'JV1~ (9) ~'l'Ul'Ub<~'W b"lioqiJ b:Wm~'lJltJiJ\YI1'11bbf-.l'LJnl'Jv11btl'Unl'Jb{;1'WuvieJAru:;;n'JJlJnl'J(9[Jl~~U bbil:;;?l\l 
'u 

1JeJ'lJiJ'tJll'JblJ, v111J7)8 cs::'b.0) 0) ll\l7)eJ CC.i£J0).6)~J fI'J'lJill'LJ 11'lEj(i'1'lbtl'Unl'Jh~bbtllbi:1~~mCJlm:;;CJ:;;n;;n bo 

1\... '11UtlIYl',n nl''LJ ~ (;'1 \l'UllJ1'U i1i:~ f~ 1 
" ~ 

\o\,b \ll(i'1~1 b ~l'Ul'Ub~'U Gno% bijm~r'IJ18v11btl'UnTd 8eJnbb'lJ'lJ c'htJ (;11'1~1\l8'tJfm-u 11'!{Ubbvl\lbbi,l:;;VWii:1u'\J'J:;;'lJ11 
v v v 'U 9
 
QJ Q./L"'l C:l' = '" I .c, V Q.I 0 V ,
 

11\l'tllJA "l11J11\l'J8fl8'U'J:::U'lJ bA'JeJ'lJlljAmI'Vn b0'm bb(;'1:;;tn8Vl8VlbVlA'Ufi Y~'JeJlJ~(9jVn bbr:.J'ut\J \luaeui.uuuau 

bbi:1vl1A1 u't'l'W\l ill 'J(;1(')Vr\l bbi,l:::'J :::'lJ'lJC11 Gi1b~b~l CJ 1(') 8v'hb tI'Ufn'J1Vibbtllbi:1~ ~ illeJlm:::'tl::: b1;;'11 G)bo 1'LJ'l1'lJi:1A 

';;] 1 n1''LJ11 (;'1\l'lJ 1lJ1'U61l1j flJ1 

~riTI.Hu 

'lii1nr:J"U1uhji:11m'JfI~\llJ'iJurl'Umm:;;tJ:;;bl(;'11~rhV!'Ul'll 'LJ7)8 ~ Il'JlJb\l\ll'ltiJR?111jll'J'Jdl 
'U , 

;;:] :::PI(,W;'I'tJ~U L1J'LJ'J1tJl'U1'tdfR 'J1~ DtJ;;1:::;"1Wj~\iI;;lu\l (obo%) ~L18\l~ltnli~'Uv:i1~mJ'l~men'LJ\llVl~\J"l 
iJ 'I q I 

<V= V 

~(;). flru61:U'lJ(9]'tJB.;JfJl61'Ull":i1A1- -----------..r-~ ~--

(910'1. G) f~; 1,! 'J~?l,j ~OJ;-: bi:1'U B'Jl0nRB\lbuuu A'lJ fl fl (;'1r:J':iJ eJ 1:U'V'J'U'1 m~i:1r,,~tl 'J::: rn1YI'J1fl1",5u ~'l tJ"][in WVrI\l 
't.l 'I '1..1 'I 

<-, c:<: = 6 

m;;HnnD'Unl:l 

(9)0).lc:) f~'lJ'J~{;1\lAOJ~ bi:1WB'J1f.\101rJlhJ 6U'Uf~~~[J m:;;'lJ;jeJ111'UUru~'J1tJ~'rJ~j~~\l\l1'W'lJeJ~ 
't.l 'lJ <u 9 ~ 'I.i 

d 

f l:lJ',J:::bu tJ1J'd 8\l111\l'J1'Un'1'J 

0'10'). 0'1 t~ll'J:::; i:1\lA;;J:::; b{;1'U 8 'J1fllPeJ\lhi b\Jw:jij(:..J mJ J~lu"'Jtdl1J n'Un'lJr:J' b[1'U 8'J 1fn ',)'18 ~'LJ 
'l' 'U 'U 

bbCU,j~lJm1 fn'rJ tjn bUl" 5'J'JlJ 

0')0).c r:J'1J"l~(1\lA;;:]~b(1'U8'J1rn\;leJ,jhJbtJ'Uf~1a;~'ub8ni:1VlEVl1eJAl1lJAlJn'W ~\l EJl~'lJJl b?l1Jhit) mJ~'UA'i(;'1 
'tJ 9J 'I 0:10- .. 

1VltJ blubbR1'9JUm~u8,je:rb?l'LJm1Al h\iJ I"lltr\ll {1(,161 :;;~VlGbb(;'1:;;f111lJAlJnUb "J'Ul1Jw 
.c, 'U q 



b'ut!ri~ru[1I1n'uvjthu_1TJ~JtJ_11'~ 'iU'!. 2554 bbE1::;bbnlm~m~dJ (mJUVl 2) 'Vu1.2554 
'U v Q.I dJI 

(9)GJJ.mJ UAAE1V!~()U~'U AAE1~";jJ ~ b1511til) ri~rub1J'lnuvlu") CJ_11t!'iJ tJ_11'~~,~ lA'i111U1Jm d~Vl~tJ 
'i q 'lJ ~/...... dJI 

(9)(9),C::;; -;(j'(9r~ll_1A'ltJd~UU~lb~n'VIdtJun~ (e-Government Procurement· e-GP) i1'tJ_1E1_1l'l~lt1m,th) 

d~UU 81~ n'VId"iJ1:i n ~'U"iJ_1 flddJlJru~n nl_1~ blUl'(i~1"1'U 815tJ:l.m ~fI~tJ~ fl ~l_1il lA1'~ 
v '\J 'U d.3 

(9)(9)(\ ri ~'flJi,1J1IXtJ _11''U ~l m~t!~l'Uuru~15'U1A lJ ll'U ll~ nld1'U~ lm~t! ll~ n~Af_1~_1~dJ nrlll:w bilt!6l1dJ 
'U v v v "LI 

VI~t!ul'nfi~[u ru'l"iJ'l'\J~U~l CJ IUt! l~t!i;lfl nlVi' 
'" v v 

(9)(9)(9)0 ~Ud:-:;i;l_1A";jJ~Ii;lt!mlAl'\i:-:;liItJ_11rlt!tJUAm mVl~ nUd~~h lAd _1 nld (>l1dJ;Jlt!lt!~mdJ1~rldJnu'" , 
~nHru~ lln~U~dJlru_11t! lf1CJDt!1_1trtJCJud~ni)1Jdhl'J 

(9)(9)0)(9) r~~flnldlAd_1nld lJUd:-:;rl1.JnldblJ.1t! nldvll_11t!A'1t!_11'Uiil (i)~_1J~U'U bA~ D'Ii1tJADdJ~llf1B~ 
'u 

hJumJn'Jl ct tJ l(i)CJ1Vlll;;1(i)_1V1~n311'Ue~n ;jlt!~i;l'1dJ1dflf1J1'\irl€lU1A 
(9)(9) 0)~; 1m m€l€lmlum~'Uull")~€l"'JltJA€ldJ~ll(i1€l~~m'U1'Ud€l_1~I~E1~€l1A lbn~bUl)~CJ€ldJ1''U 1m~'U1J 

UJ~Ul'l-11AJ_1~lCJAE11JV11b(yW~ €lt!l_1UDCJ (9) A'Ulfl(lhijlbi;lfl_1V1~n311'U~i;lldJ'ld[) F'J1'\irl€lulA' 

It_1.a~IC1'Umlpn~lA'1'u n lJ Aflb~ €lnTIXbtM~'lJt!~ n lJUJ :-:;nl01dlA1 bln~VllniJ nlJvll ~ru nn n'U 
"LI v ~ v 

nJdJ1J _1_1')'U BM(11Vl md dJ(:ilB_1 ~flvlltJru;;Jlbrlfl_1dl (J~''U dlCJ'~1 tJbbn~~'U1'1 €l nJdJ(1dJ'l-~l n J bbn:-:;AB_1-r'lJ ~ 1I'Jb~'U 
, v 

r..htlUru l~'Uf~l n 15'U1f11J bl'Ubbrln'ld~'U ~l m~'U uein~Af~~_1iJdJn ri 1hJ bn'Ui;lllJVI~'UU1'V1 ri~ru W1Ul 'iJ 1'u ~1 tJ 
v 'U 'U IV V 

Lu'U b~'Ui;'1f1 nhl' (PldJ'lJd~ n 'lAAru:-:; nJ';;dJnlJU €l_1 n'Ubbn ~thlUUd'ldJ rn J'ji~'\i~f1 uvi_1"'J1A b~ €l_1 VI~mmu<v1 

bbm~15 m J~'(:i'lvll bbn ~ bbrlvl-1UW~ Jl tJn lJ 1'U~l tJ'iJ m If'1 J_1 nlJ~UAA a VI~ €ltl~UAAm U'Uri~ww 1nutnh tJ_11t! 
v '1 'l 'U v IU 

"JjEJ_11'31 'VU'1.t6JctctCiL UJ:-:;nlM ru It!~ (9)(9) ?1_1V11f'ldJ YLA.lo:JctctCiL bbn~ 'lJJ~nlMf'lru:-:;mJdJnlJ'lJmn'U 

ua ~'lJ Jl'U1JdldJ nlJ'VI'\i~ (Y) bbt4_1"'J 1(;1 b~ B~ VI~n bllblJ.6}1 bl£l ~15 nl J~flvll Lb'0~ bb6W)_1tJru~dlCJ m J1'u~ ltJ'iJ m 
, v 

lAJ _1 nl'J~UAA61t4~DU~UAAmUt!ri~[LJrul nU14U'W.1l'U'IJ€l_11'~ (mJ'U~ kJ) Y'l.f'1.kJctctCiL 'lJJ~ nlf'1 
'1 '1 "IJ v V d..'l 

C:..J It!'i-~ 6'li 5'W'nFldJ 'VLI"1.lo:JctctCiL lbi;i~ 'iJd~IllAfl[u;:;mJdJnlJ1JeJ_1n'ULLm;U'J'lUU'J~11Jrn51~;;J1\91bbti_1"jl~ 

b~fJ~ VI~fl bflLl"J'l bbbl~15 Illd ~fl1'11 uaebbi,'jfl_1Ufoliu'J~i EJn 'I'J ~U ~ 'lu'iJ B_1'lA 'J_1 m 'J~UAAill1 ~ €lU&hJArli;i l{lu 
v " 

fiXCJrulrl't, V1.iltJ_111JlJeN1';S (i:)tJ'l;~ en) Y'l.1'1lcJctctet UJ::;IllA ru l'W~ c::;; (:il£'rJAdJ 'litf'1 l6Jctctc[
'U ...... v o:.:l 9 

by~ 'iN ~ldi~'lI1CJ~:i:Ju J::;({U IllJ ill rlldJ1'Jflvll btlt! III dlA'Dt!'NlJ Aruil 11~ ua d'hJ d~i'11'115m'\i~ bU'JU 'J~ltJ'LJU 
'u , 

018'V11_1'Jl'!!fY1J Un~b ~B1VlbUtlhJ,;nldJ n~p~:l.nrJ thJ'LJ 

~~. nld~uu~~nUA11~~ld~un~~~~-- -----------------,,--

C9!lcJ,(9) b1mhJU€lCJnll (9) 1': UU~'hJ~l_1P€l~1'1JU'J~lrlJ.\"nl:l.J'illdV1Um·d€l~lJ8_1€JUmru'~b({'l)EJbUt!'J~tJ~
'" '9 

{{vi '.l'llll''Ui~lA' ~_1:!.J Bml'l)~1 1"1 i;'1VIY11 EJ btJ'l)~ b'~ tI'U ~ €l I:J bLn~flru~ n J J:l.JnT';)i f1 J1 ;;J1'Ufi nd'lmA'JU i11'U~bf<'J 
" '" 

0lb.lo:J ~1'U,Jl_1i:'€l~lJAurJ'U~nlJ1'tlbb~_1 (Help Desk Center) ru ~vllnl'JlJEJ_1r11'U~l_1 bbb'1~1Vi'u~Ill'J~''lJ 
9.1 'U 'U 

bb~~1k~m~lmJl,?i'-11t!f161 BV16lm lll'JUO'lJlf1_11t!11Jlt!L1 61ld'l"liilld lf1 mb~1V1dJltJbn'LJ1'YldAWVlW.l ~ 

J~'U'U~€lC11J5'l)~({1dJ1'J[)(ilvl~€l lA' 

" 
~m.l;jn1~~fI'8~ ~\9l ~1 ~ 

Ii 'J:l.JL 'J_1,n'Uq01({1f4fld'J1J ~~i11 b1:iWlld'0'(il~'D'~,'I~'l_1 lf1 ulBU d~n'Jf1dlfll~ b~ ml'JtJ'k fl~ (lJectronic 

Blddins . e-biddinsJ 

http:lJUd:-:;rl1.JnldblJ.1t

